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Introductions

With you today is...

Michael Reynolds Scott Schwartz
Chief Information Security Officer Information Security Manager
Banking and Financial Services (BFS) Banking and Financial Services (BFS)
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Information Security...
It's a challenge for everyone.

Government Business Individuals
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We must not and will not walit for
a catastrophic cyber incident
before we act to prevent future
attacks.

Malcolm Turnbull, Former Prime Minster of Australia
January 2017

https://www.abc.net.au/news/2017-01-24/turnbull-declares-cyber-security-the-new-frontier-of-warfare/8207494 BAGE 4



Business

1

| don’t know that much about
cyber, but | do think that it's the
number one problem with

mankind.

Warren Buffett, Berkshire Hathaway CEO
July 2017

https://www.businessinsider.com.au/warren-buffett-cybersecurity-berkshire-hathaway-meeting-2017-5?r=US&IR=T
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Uj Business
LandMark White data breach (2019)

I’A LMw LMW last month entered an indefinite

trading halt while it assessed the impact
of the data breach, which led to client
data being posted on a darkweb forum.

Source: ComputerWorld (2019) https://www.computerworld.com.au/article/658758/landmark-white-ceo-exits-after-data-breach PAGE 6
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Uj Business
LandMark White data breach (2019)

Il‘ LMW LandMark White's chief executive officer

has left the property valuation firm after a
decade and a half with the company.

Source: ComputerWorld (2019) https://www.computerworld.com.au/article/658758/landmark-white-ceo-exits-after-data-breach PAGE 7
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Uj Business
LandMark White data breach (2019)

MW Australia’s major banks suspended their
use of LMW in the wake of the breach.

/(A L

Source: ComputerWorld (2019) https://www.computerworld.com.au/article/658758/landmark-white-ceo-exits-after-data-breach PAGE 8
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Individuals

1

When the hacking thing happened,
It was so unbelievably violating
that you can’'t even put it into
words.

Jennifer Lawrence — Speaking about her 2014 iCloud Hack.
November 2017

https://www.allure.com/story/jennifer-lawrence-calls-nude-photo-hack-unbelievably-violating?verso=true
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Someone’

Individuals

s Nanna, Christmas Lunch, within the last few years.

1

| lost some money to the internets.
This man from Telstra told me my

computer was infected with viruses.
| paid him to fix it but he lied.

Anonymous elderly citizen, actress’ photo.
2018
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What IS the
threat
landscape?




Threats affecting business security

Security faces threats both inside and out of your business.
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Threats affecting business security

Security faces threats both inside and out of your business.

Internal External
Threats Threats

& irey

Digital Supply
Hackers Chain
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Why are medium sized
businesses a target?

Banks and
Big Corporations

Medium sized
businesses

Private
Investors

R

Too smal Too b|g Just right.
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Who Is
attacking us?




Where are we being attacked from?

Attacks come from everywhere but there are countries worse than others.

Origin
By volume, based on current attribution. Top
12 countries. Jul — Sept 2018.

Source: Akamai
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?gen you think of a

hacker, you probably
think of this?




Who Is attacking us?

The four most common hacker types and their motivation?

ORGANISED STATE
CRIME SPONSORED

Increasing resources and sophistication
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Who Is attacking us?

Hackers are not who you’d think, and come from a wide variety of backgrounds.

How long have you been hacking?

1-3 years
4-6 years
7-10 years
11-13 years
14-17 years

17+ years

NUIX (2018) The Black Report: Decoding the mind of hackers.

10%
19%
16%
10%
9%

15%

34%

have been hacking
for more than 10
years
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Who Is attacking us?

Hackers are not who you’d think, and come from a wide variety of backgrounds.

What is your highest level of traditions education?

43% .
- 32%
ollege graduate
Postgraduate
14%
Highschool 0
graduate 6%
Formal 5%
=-D =1 education is o
-a WY for suckers e

| c—<=) T =5 I-——O

NUIX (2018) The Black Report: Decoding the mind of hackers. PAGE 26



Who Is attacking us?

Hackers are not who you’d think, and come from a wide variety of backgrounds.
Why do you hack?

-

86% 35% 21% 6%

| like the | hack for | hack for | hack for social
challenge — the lulz financial gain or political moves

| hack to learn

NUIX (2018) The Black Report: Decoding the mind of hackers. PAGE 27
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How are they
attacking us?




How are they doing It?

Hackers chain exploit and attacks together to target an organisation.
In Security communities, this is known as the “Cyber Kill Chain”.

Example of a Ransomware Kill Chain

Reconnaissance Delivery Installation Actions on Objectives
Harvest email addresses, contact Sending the email to a mailing list  Installs relevant files and control Only decrypt files once ransom
information, etc. of compromised email addresses. kit to encrypt data on machine. has been paid to bitcoin wallet.

Weaponisation Exploitation Command and Control (C2)
Setting up web server to Utilising an security vulnerability Confirm connection to control
download and run ransomware within Windows to run server for remote decryption once

on users computer. ransomware. ransom is paid.

Lockheed Martin (2013) PAGE 29



How are they doing It?

Hackers use and combine many different vectors to attack a company,
ranging from simple to the most complicated.

T
VAN
Phishing,

“Sms-ishing” Supply Chain
and Extortion

Email
Compromise Attacks

Malware Ransomware
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Phishing, “SMS-ishing” and Extortion

The easiest way to get something done. Ask nicely and convincingly.

!



Phishing

Phishing comes in all forms, such as sending messages on social media.

Compromised LinkedIn account sending phishing

messages to their network.

Hil [l 1 have shared a document with you, View shared
document
https://macquariewealth.org/distribution-stock.pdf

Regards, [ I NRNGEEEG—_
I |\\:cquarie Wealth Management

Account Suspendled
macquariewealth.org



Phishing

Phishing is most common via emails.

RE: Busieness proposal - respond fast.

1 minute ago at 5:39 pm

From_ Hide
To

John,

You shall send deposit for distributions and shippings of to the following western unions bank:
SWIFT Code: 1293513513143

Bank: First Bank of Nigeria

Address: Noah Ave, Jos, Nigeria

Name: Chan Eionw

IBAN: 1829351241

Pleas pay fast - | do not have much time left.

Solomon
PAGE 33



Eticket 9632-36

at 2:02 am

From Qatar Airways Hide

o [

Reply-To Qatar Al

QATAR

ATRWAYS iyt

Thank you for booking with Qatar Airways
We have received your booking under reference 9632-36

Yours sincerely,
Qatar Airways

You can also view the details of this request by following this link:
https:/fwww.gatarainvays.com/7request=9632-36

* Terms ard conaltions apply

2560, Doha, Qatar

Qatar Airways Towear 2, Airport Road, PO Bo

All rights reserved. @ 2019 Qatar Airways. Going places together.
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SMS-ishing
Putting a phish right into your hand with fewer red flags to spot.

5:319 als@ SMS with a phishing link with
approximate location of target to
O build trust.
Miley >

Text Message
Today 5:27 pm

We are looking for Mr Dumpty in
West Swan. It's regarding the

selection of vour name. Read more
here:lmm/jﬂp.cab/3ni58 |




SMS-ishing

Putting a phish right into your hand with fewer red flags to spot.

5:319 ull T @3 Link redirects to a Coles site asking

O for your details to redeem a “qgift”...
in French. |

Miley »

Text Message

coles

Enquete auprés des consommateurs 2018

We are looking for Mr Dumpty in ot

West Swan. It's regarding the ~opérateur S
Felicitations a nos 4 gagnants! tez choisir

selection of vour name. Read more s Mg (Syey) - Rbclambidl,
here:jhttp://cup.cab/3nis8 D e st (Sert) - R dogs.

Lucas Brown (Gold Coast) - Réclamé déja.

Pour réclamer votre cadeau, répondez simplement a notre enquéte marketing
de 30 secondes sur vos expériences avec Coles .
Cliquez sur OK pour commencer.




SMS-ishing

SMS-ishing can also be downright dumb sometimes though.

< Back |} +61 /I Contact

iMessage
Today 11:14

Hello my name is simon
from Barclays Bank. Can |
have your bank details plz

Many thanks Simin

Ello ?
Bank
Details

Plz

PAGE 37



Extortion Phishing

Creating panic to get action using your own breached credentials against you.

v
ay very well not know me and you are probably wondering why you are getting this e
Tam, nant?

actually, | setup a spyware over the adult vids (porno) web-site and guess what, you visited this web site to have fun (you know what What
i'm saying is). When you were watching videos, your internet browser started out operating like a RDP (Team Viewer) which gave me
accessibility of your screen and webcam. and then, my computer software obtained your entire contacts from your Messenger, Cutlook,
Facebook, as well as emails.

What did | actually do?

| created a double-screen video. First part shows the video you're seeing (you have a good taste haha . . ), and 2nd part shows the
recording of your webcam.

what exactly should you do?

Well, in my opinion, $1000 is really a reasonable price for our little hidden secret. You will make the payment by Bitcoin (if you don't know
this, search "how to purchase bitcoin™ search engines like google).

BTC Address: 1JfFvnkVyCrH

(If's case sensitive, so copy and paste it

Important:

You've 1 day to make the payment. (| have a special pixel within this e-mail, and at this moment | know that you have read this email
message). If | do not get the BitCoins, | will certainly send your videos to all of your contacts including relatives, colleagues, and so on.

Having said that, if | receive the payment, I'll destroy the video immidiately. If you want evidence, reply with "Yes!” and i'll definitely mail out
your video recording to your 6 contacts. It is a non-negotiable offer. that being said don't waste my personal time and yours by respending

Phishing email
purporting to have the
users password.
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Extortion Phishin

Creating panic to get action using your own breached credentials against you.

& R i
ay very well not know me and you are probably wondering why you are getting this e P h IS h N g emal I
3, TGN ?

actually, | setup a spyware over the adult vids (porno) web-site and guess what, you visited this web site to have fun (you know what What p u rpo rtl n g to h ave th e
i'm saying is). When you were watching videos, your internet browser started out operating like a RDP (Team Viewer) which gave me

accessibility of your screen and webcam. and then, my computer software obtained your entire contacts from your Messenger, Cutlook, u Se rS paSSWO rd .
Facebook, as well as emails.

Whatdid | actuallyde? T e e e e e e e

| created a double-screen video. First part shows the video you're seeing (you have a good taste haha . . ), and 2nd part shows the P h IS h er th reate n S to
recording of your webcam. |eak V|deo Of user

what exactly should you do? . .

Well, in my opinion, $1000 is really a reasonable price for our little hidden secret. You will make the payment by Bitcoin (if you don't know VI eWI n g ad u It CO nte nt .
this, search "how to purchase bitcoin™ search engines like google).

BTC Address: 1JfFvnkVyCrH

(If's case sensitive, so copy and paste it

Important:

You've 1 day to make the payment. (| have a special pixel within this e-mail, and at this moment | know that you have read this email
message). If | do not get the BitCoins, | will certainly send your videos to all of your contacts including relatives, colleagues, and so on.

Having said that, if | receive the payment, I'll destroy the video immidiately. If you want evidence, reply with "Yes!” and i'll definitely mail out
your video recording to your 6 contacts. It is a non-negotiable offer. that being said don't waste my personal time and yours by respending
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Extortion Phishin

Creating panic to get action using your own breached credentials against you.

Charset |utf-8 * e
ay very well not know me and you are probably wondering why you are getting this e
3, TGNt ?

actually, | setup a spyware over the adult vids (porno) web-site and guess what, you visited this web site to have fun (you know what What
i'm saying is). When you were watching videos, your internet browser started out operating like a RDP (Team Viewer) which gave me
accessibility of your screen and webcam. and then, my computer software obtained your entire contacts from your Messenger, Cutlook,
Facebook, as well as emails.

What did | actually do?

| created a double-screen video. First part shows the video you're seeing (you have a good taste haha . . ), and 2nd part shows the
recording of your webcam.

what exactly should you do?

Well, in my opinion, $1000 is really a reasonable price for our little hidden secret. You will make the payment by Bitcoin (if you don’t know
this, search "how to purchase bitcoin™ search engines like google).

BTC Address: 1JfFvnkVyCrH

(If's case sensitive, so copy and paste it

Important:

You've 1 day to make the payment. (| have a special pixel within this e-mail, and at this moment | know that you have read this email
message). If | do not get the BitCoins, | will certainly send your videos to all of your contacts including relatives, colleagues, and so on.

Having said that, if | receive the payment, I'll destroy the video immidiately. If you want evidence, reply with "Yes!” and i'll definitely mail out
your video recording to your 6 contacts. It is a non-negotiable offer, that being said don't waste my personal time and yours by responding

Phishing email
purporting to have the
users password.

Phisher threatens to
leak video of user
viewing adult content.

Phisher demands a
ransom paid via
Bitcoin.
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Email Compromise

Want to look convincing? Take over someone’s digital identifier.

PAGE 41



Email Compromise

Taking over an email account gives a wealth of information on a person, their

Subject: Transter

Good Moming
I hope everything is going well

I would like to make a transfer
instruction and send it back to1

business and their finances.

Hi-
Yes it is genuine, prepare an instruction and send it to me to for confirmation.
Regards
On Mon, Jul 14,2014 at 9:58 AM, e . WIOtE .
low. i need you to prepare the
Hi

With all the scamming going on lately, | just wanted to check that the request below is genuine.

Can you please confirm?

PAGE 42



Email Compromise

What would happen if your vendor was compromised and requested a change to
their bank account details?

G.S.T. $ 218.04
Total this invoice (inclusive GST) $ 2,398.40
Amount due before 01.11.2017 Please pay on Invoice. No Statement issued.

By Direct Deposit to the followina Bank Account:

Reference details: (NOTE: Ensure this reference is included with your payment)
BSB: 062-231
Account: 10188188

Bank/Branch: CBA/Redfern NSW

cut along dotled line
Payment can be made by Visa / Mastercard / Amex by completing the details below and returning this tear-off slip to our office at the address
shown above.

NOTE: Payment more than $5,000 will incur a card fee. VISA/MasterCard 1% | AMEX 2%

Card type (Circle one): Visa [/ Mastercard /  Amex

| Cardnmmmbere . o - o s o s e oo e e Inv.Ref:
Expiry:__ __1__ ceovi__ Amount: § 2,398.40
Name Shown on Card. Signature:

No claims in respect of this invoice will be recognised unless made within 7 days.
PAGE 43



Email Compromise

Smart hackers will use what they find in your email inbox to add legitimacy to their
scams. Some don’t do it as well as others.

Subject: RE: Urgent Transfer

Subject: RE: Urgent Transfer y,Can you

| have malaria fever,can you please complete the transfer by L0am?thank you a lot

sent from my iPad

Thanks in advance,

sent from my iPad

PAGE 44



Malware

Nasty computer software with a long list of uses.
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Malware

It's a catch all term for malicious computer software.

352 (o

Viruses Worms Spyware

Adware Hijackers Trojans

8 &
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Malware
What can it do?

Download malicious software, files to your computer or
steal your data.

Malware and Your computers
malicious files and servers
rewwws
' 050 /
V 4

Your sensitive files

Attackers Network

FireEye (2014) Poison Ivy: Assessing Damage and Extracting Intelligence PAGE 47



Malware
What can it do?

Hand over your passwords and take control of your computer.
56 _
Big Brother Is

Q always watching

=
and listening.




Ransomware

Pay or your data gets it.



Ransomware

Pay or your data gets it.

Ooops, your files have been encrypted!

What Happened to My Computer?
Your knportant files are encrypted.

Many of your documents, photos, videos, databases and other files are no loager
accezsible bocause they bave been encrypted. Maybe you are busy Jooking for s way to
recover your flles, bat do not waste your time, Nobody can recover your files withoot
our decryption service.

Can I Recover My Files?
SW2007 00:AT:55 Sure. We guarantes that you can recover all your files safely and easily. But you have
not 50 enough time.
Time Lok You can decrypt some of your files for free. Try now by clicking <Decrype>
> s ") But If you want to decrypt all your flles, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
'We will have free events for uters who are o poor that they couldn’t pay in 6 months

How Do I Pay?

Payment is accepted in Bitcoin oaly. For more information, click <About bitcoia>
Ploase check the current price of Bitcoln and buy some bitcolns. For more information,
chick <How to buy bitcolas>

And send the correct amount to the address specified n this window:

After your pa) m«u. cnu <Check Payment>, Best time to chack: 9:00am - 11:00um

v

S20201T 004755

Time Lokt

0ss

- bitcoin

ACCEPTED HERE [‘?!‘.IYDPgnquSPJ,Mgwﬁ!gp?Nlt)rGSUn
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Ransomware

The things we learnt from calling a ransomware helpline

#1 — They don’t normally negotiate

6
USD433 is like EUR400 - that is monthly
salary in our country - 200 for housing,
100 for food, 100 for childrens Im poor
for this kind of extortion... :-{ do You have
conscience todo it ? please send Me the
decryption too! please please... :(

6
Slovakia is poor for most people here... :-(

Support

Sir, sorry, but no discounts here. Your
price is below 500 USD, but many people

has more than 1000 USD, so your price is
not so high.

Martin, A. (2016) Here are 11 things we learned from a ransomware helpline https://www.crn.com.au/news/here-are-11-things-we-learned-from-a-ransomware-help-line-453078 PAGE 51



https://www.crn.com.au/news/here-are-11-things-we-learned-from-a-ransomware-help-line-453078

The things we learnt from calling a ransomware helpline

#%- ... except when Bitcoin rates move

Martin, A. (2016) Here are 11 things we learned from a ransomware helpline https:/

Ransomware

Hisir, | transferred the bitcoins as per
amount stated, but when | refill the com-
plete amount from my wallet, it is slightly
below, and insufficient. | do not know why.
| desperately need my files back for my ex-
ams. Please help give me discount for the
remaining amount. Thank you.

| travelled all the way to the bitcoin ex-
change to verify and transfer the money.
Please help. | cannot wait another day.

Support
We have added to your account a small
amount of USD, so now you could make
purchase.

In next time - use calculator on Payment
Area.

PAGE 52
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Ransomware

The things we learnt from talking to a ransomware helpline

#3 — Customer service is important to them.
Support
Sir, you refilled your account with 66
dollars. Item Full restore is unavailable due
to low funds.

D
Yes - was waiting for the remaining
amount to come:)

Support

So.. we are patiently waiting.
Lets take a cup of coffee now.
Support

How are you?
D

Well - 1 did not plan on spending my day
with this haha

Support
As some person said:
We can not predict what will happen to us
tomorrow. So lets enjoy the moment.

| invite you to enjoy, even unpleasant - but
unusual situation in your life.

And coffee will make you a good compa-

ny, while your Time will be restoring.
Martin, A. (2016) Here are 11 things we learned from a ransomware helpline https://www.crn.c Y. Yo 9 ware-help-line-453078 PAGE 53
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Ransomware

The things we learnt from talking to a ransomware helpline
#4 — Oddly, they recommend installing anti-virus

C
Hello, full restore include virus removal ?

Support
No, itis not included.

Support
Install Bitdefender AV and thats all

Martin, A. (2016) Here are 11 things we learned from a ransomware helpline https://www.crn.com.au/news/here-are-11-things-we-learned-from-a-ransomware-help-line-453078 PAGE 54
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Supply Chain Attacks

If we can’t get you directly, let’'s use your third parties.




Supply Chain Attacks

Technology doesn’t just stop at the walls of your office.
Using third parties adds additional risks to your organisation.

Typical setup of a Software-as-a-Service (SaaS) offering

Vendor
(develops software)

[ ===~ .

Web Appllcat_lon Cloud Hosting Provider
Firewall Provider : (app server, database)

s o

=

Data Centre
Manager

0

, Internet Service
Your business

Providers App Support Service
(helps your team with

issues)
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1

How can you
build a cyber
smart business?




1

Remember, bad actors
are everywhere.

LS




2

Get your people set up
for success

General Staff Technology Staff Security Staff

it

Get Certified in
Security

v\

Build Awareness Train on Security



3

Define your risk appetite and
align your investment to a framework.

National Institute of
Standards and Technology
U.S. Department of Commerce

Cyber Security Framework




A

Invest in securing crown jewels,
not just everything.

=



S

Be sceptici Don’t take
everything on face value.

(4
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